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Cerber: median ~$1,000

Locky: median ~$1,800
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1 Blockchain Analysis
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Fraction of revenue sent to exchanges

Potential liquidation at exchanges

$2.6 m

$24 k



2 Reverse Engineering Cerber’s C&C
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Infected 
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IP: x.y.z.1
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IP: x.y.z.3

IP: x.y.z.254
me

two-week data

victim IP
victim ID

affiliate ID
...



Number of infected IP addr per affiliate

Affiliate ID



3% of affiliates caused 50% of infected IPs

Affiliate ID
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4 Appendix



Ransom payments over time

Number of 
payments per day

Median ransom 
amount per day 

(USD)



Potentially missing Locky’s ransom payments 

Google results
binaries found

bitcoin payment


